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Abstract

HE recent advancements in Deep Learning (DL) models and techniques have

T led to signi cant strides in performance across diverse tasks and modalities.
However, while the overall capabilities of models show promising growth,

our understanding of their internal reasoning processes remains limited, particularly
concerning systematic inconsistencies or errors—patterns of logical or inferential aws.
These inconsistencies may manifest as contradictory outputs, failure to generalize
across similar tasks, or erroneous conclusions in speci c contexts. Even detecting
and measuring such reasoning discrepancies is challenging, as they may arise from
opaque internal procedures, biases and imbalances in training data, or the inherent
complexity of the task. Without effective methods to detect, measure, and mitigate
these errors, there is a signi cant risk of deploying models that are biased, exploitable,
or logically unreliable.

This thesis aims to address these issues by producing novel methods for deep learn-
ing models that reason over knowledge graphs, natural language, and images. Firstly,
the thesis contributes two techniques for detecting and quantifying predictive inconsis-
tencies originating from opaque internal procedures in natural language and image
processing models. We systematically evaluate a wide range of model families within
novel adversarial setups that explicitly expose those internal procedures, allowing
us to quantify signi cant reasoning discrepancies within these models. To mitigate
inconsistencies from biases in training data, this thesis presents a data-ef cient sam-
pling method to improve fairness and performance and a synthetic dataset generation
approach to rigorously evaluate and enhance reasoning in low-resource scenarios.
Finally, the thesis offers two novel techniques to explicitly optimize the models for
complex reasoning tasks in natural language and knowledge graphs. These methods
directly enhance model performance while allowing for more faithful and interpretable
exploration and exploitation during inference. Critically, by addressing reasoning
inconsistencies through quantifying and mitigating them with deep learning models,
this thesis provides a comprehensive framework to improve the robustness, fairness,
and interpretability of deep learning models across diverse tasks and modalities.



Resum@

De seneste fremskridt inden for dyb lzering (DL) modeller og teknikker har fart til en
betydelig forbedring af ydeevnen pa tveers af forskellige opgaver og modaliteter. Imi-
dlertid, mens modellernes overordnede kapacitet viser lovende vaekst, vores forstaelse
af deres interne tankevirksomheder forbliver begraenset, iseer med hensyn til systema-
tiske uoverensstemmelser eller fejl — mgnstre af logiske eller inferentielle mangler.
Disse uoverensstemmelser kan manifestere sig som modstridende udgange, manglende
generalisering pa tvaers af lignende opgaver eller fejlagtige konklusioner i speci kke
sammenhaenge. Selv det er en udfordring at opdage og male saddanne tankeforskelle,
da de kan opsta som fglge af uigennemsigtige interne procedurer, skaevheder og ubal-
ancer i treeningsdata eller fordi denne opgave er meget kompleks. Uden effektive
metoder til at opdage, male og afbgde disse fejl er der en betydelig risiko for at
implementere modeller, der er partiske, udnyttelige eller logisk upalidelige.

Denne afhandling har til formal at lgse disse problemer ved at producere nye
metoder til dybe leeringsmodeller, der reesonnerer over videngrafer, naturligt sprog
og billeder. Den farste del af afhandlingen bidrager med to teknikker til at detektere
og eksplicit kvanti cere forudsigelige uoverensstemmelser, der stammer fra uigen-
nemsigtige interne procedurer i naturlige sprog- og billedbehandlingsmodeller. Vi
evaluerer systematisk en bred vifte af modelfamilier inden for nye kontradiktoriske
opseetninger, der eksplicit udseetter disse interne procedurer, giver os mulighed for
at kvanti cere betydelige tankeforskelle inden for disse modeller. For at afbgde
uoverensstemmelser fra fordomme i treeningsdata, denne afhandling preesenterer en
dataeffektiv prgveudtagningsmetode til forbedring af retfeerdighed og ydeevne og en
syntetisk datasasetgenereringsmetode til ngje at evaluere og forbedre reesonnement
I scenarier med lav ressource. Endelig tilbyder afhandlingen to nye teknikker til
eksplicit at optimere modellerne til komplekse tankeopgaver i naturlige sprog- og
vidensgrafer. Disse metoder forbedrer direkte modelens ydeevne, samtidig med at
de giver mulighed for mere trofast og fortolkbar udforskning og udnyttelse under
inferens. Kritisk, ved at adressere tankeforskelle gennem kvanti cering og afb@dning
af dem med dybe leeringsmodeller, denne afhandling giver en omfattende ramme for

Vi



at forbedre robustheden, retfaerdighed, og fortolkbarhed af dybe leeringsmodeller pa
tveers af forskellige opgaver og modaliteter.
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Executive Summary 1

1.1 Introduction

The emergence of data-driven learning and predictive approaches (Carbonell et al.,
1983) has unequivocally led to the question "How do machines reason?In the spirit
of this, earlier machine learning methods (Anderson, 1983) were constructed with
ingrained mechanisms that directly explain the complete sequence for arriving at the
solution (Bratko, 1997). The transparency of the reasoning procedure allowed for
steering away from potential biases (He and Garcia, 2009) introduced through data
imbalances and the evaluation of the complexity of the designated task in terms of the
expressivity (Vapnik, 1999) of the model, as well as the suf ciency (Balasubramanian
et al., 2014; Vapnik, 1999) of the learning methodology. With the advancement of
computing resources (LeCun, 2019; Sze et al., 2017), deep learning models have
made considerable strides in pushing state-of-the-art performance in reasoning over
natural language (Wang et al., 2019b; et al., 2023), images (Russakovsky et al.,
2015; Lin et al., 2014) and knowledge graphs (Chen et al., 2020d). The most recent
advancements have been propelled by developing large models pre-trained with vast
amounts of data (Vaswani et al., 2017a; Dosovitskiy et al., 2021). However, not
all that glitters is gold. The added structural and algorithmic learning complexity
within these models (Devlin et al., 2019; Radford et al., 2018) has signi cantly limited
the potential to tractably interpret (Bender et al., 2021) or follow the reasoning
processes within them (Atanasova et al., 2020). Consequently, a large portion of
modern explainability methods attempt to create explanations from the nal model
predictions, i.e. post-hoc(Madsen et al., 2022), through either attribution methods
producing input saliency maps (Arrieta et al., 2020) or a lens for analysing a speci c
part of the model architecture (Vashishth et al., 2019b). Further, methods attempting
a complete mechanistic interpretation have not been shown to be scalable as models
get larger (Bereska and Gavves, 2024). Additionally, explainability methods have been
shown to struggle with faithfulness towards the inner workings of the model, rationale
and dataset consistency (Atanasova et al., 2020).

With these issues at heart, my dear reader, this thesis aims to create a set of tools
for directly detecting, measuring, and mitigating systematic errors in the decision-
making of deep learning models. In particular, | am interested in reasoning errors
originating from opaque processes that mask erroneous behaviour in these models,
data imbalances, and complex reasoning tasks. Towards this end, the research output



of this thesis offers two methods for formulating adversarial setups in which the
erroneous model behaviour is detected and explicitly quanti ed. Following this, the
consequent research contributions focus on assessing the impact of imbalances in the
training data on the reasoning behaviour of the model and further suggesting methods
that mitigate these biases. Finally, we present two techniques that directly optimize
complex reasoning tasks in knowledge graphs and natural language.

The following introductory sections 1.1.1 to 1.1.3 detail the background concepts
and tasks relevant to the presented research contributions. This is followed by sec-
tion 1.2 with a detailed overview of the individual contributions present within this
thesis. section 1.3 provides a discussion of the mentioned research with suggested
potential future exploration directions.

1.1.1 What is Reasoning in Deep Learning?

The concept of "reasoning'is one that has been studied and discussed vividly across
the formulation of modern philosophy (Scriven, 1976). While the philosophical com-
position of this idea is not explicitly linked to this thesis, let us go on a slight tangent,
which will clarify some motivations and ideas within the presented research. The
Dictionary of Philosophyde nes "reasoning" as the"The process of inferring conclusions
from the statement'(Angeles, 1981). This de nition garnered a famous critique (\Wal-
ton, 1990) w.r.t. the use of the word "inferring”, as it is ill-de ned. The alternative
formulation suggests de ning an inference as the use of a rule for creating a con-
nection between a set of propositions (statements). The initial set of propositions
is the premisefrom which the inference starts and moves towards the conclusions
This allows to formalize reasoning as a directional process that links the premises to
the conclusions through a rule. This, unsurprisingly, is rather similar to how models
operate in Deep Learning (LeCun et al., 2015), with the aim of connecting the inputs
to the outputs through a series of learned transformations/rules.

The advancements in deep learning have allowed the creation of architectures
(Gu et al., 2018; Yu et al., 2019) that simultaneously learn both local and global
features (Kavukcuoglu et al., 2010) through a series of intermediate transformations.
Particularly with the emergence of transformers (Vaswani et al., 2017a), that utilise
attention mechanisms (Brauwers and Frasincar, 2023) w.r.t. the input and intermedi-
ate representations, the ability of deep learning models to process complex tasks has
signi cantly improved. These diverse mechanisms allow the deep learning models to
perform a series of intermediate transformations that lead to the nal output. This
directional process is the de nition of reasoning in these models.

As the deep models grow larger, we see their increased performance across a variety
of tasks from natural language understanding and generation (Wang et al., 2019b;
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Figure 1.1: Examples of stance detection with labels: Unrelated, Disagree, Agree, and Discuss.

et al., 2023; Hendrycks et al., 2021a), image processing (Russakovsky et al., 2015;
Lin et al., 2014) and complex query answering over knowledge graphs (Chen et al.,
2020d). Although the performance increase is substantial, it must be noted that the
tasks do not directly test the intermediate reasoning of the model and are evaluated
strictly based on the nal output. Some of the tasks used in the thesis are introduced
in the following subsections and section 1.1.3.

1.1.1.1 Stance Detection

Stance Detection is a task in natural language processing where, given a piece of
text, the model must identify the stance or attitude expressed towards the designated
target (Kucuk and Can, 2021). This target can be anything from a political issue,
a social event, or an entity. Although the label vocabulary might vary for diverse
formulations of stance detection (Hardalov et al., 2021b), an example of a task can
be seenin g. 1.1. The task is important in several domains, such as social media
monitoring (AlDayel and Magdy, 2021) or political analysis (Lai et al., 2020), where
understanding public sentiment can help predict trends, break down and study public
opinion regarding existing discourse, or detect harmful content. It must be noted that
accomplishing this requires the model to perform contextual and logical inference
from the text and the xed target to the linked attitude between them. This is where
reasoning errors can manifest, as models may misinterpret nuanced expressions, irony,
or indirect statements, especially when trained on imbalanced datasets.
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(a) Contradiction (b) Entailment (c) Neutral

Figure 1.2: Examples of natural language inference (NLI) reasoning with explanations and
labels.

The research output discussed in the thesis (Arakelyan et al., 2023aPaper 3 aims
to address these challenges by proposing novel methodologies to improve stance
detection across diverse topics. Speci cally, the contributions include introducing a
topic-guided diversity sampling strategy and a contrastive learning objective, both
designed to enhance the model's ability to generalize effectively while mitigating
class imbalance issues. The topic-guided diversity sampling technique ensures that
the training data is balanced not only across classes but also among topics. This is
achieved by prioritizing the selection of examples that maximize topic diversity while
maintaining a representative sample of stance labels. The method counters the skewed
distributions commonly found in stance detection datasets, allowing models to learn
more robust and generalized representations.

1.1.1.2 Natural Language Inference

The task of textual entailment (Dagan et al., 2005), otherwise referred to as Natural
Language Inference (Bowman et al., 2015, NLI), has been widely used to probe how
well the models understand language (Condoravdi et al., 2003; Williams et al., 2017;
Nie et al., 2019). This is a pairwise input task, where given a premise and a hypothesis,
the objective is to predict if the premise entails, contradictsor is neutral towards the
hypothesis. An example of this task can be seenin g. 1.2.

This task is rather suited for examining model reasoning patterns, as it demands a
logical and contextual understanding to predict the relationships between the premise
and the hypothesis. The main challenge arises from the complexity of language
nuances, such as ambiguity in wording and latently implied meanings and ideas,
which demand deeper semantic comprehension. To solve this task, the model must be
capable of mapping a set of transformations from premises to hypotheses, effectively
simulating a form of reasoning. Consequently, NLI has become a cornerstone task
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Figure 1.3: Taxonomy of Rationel Errors in human cognition (Ben-Zeev, 1998): Critic-related
and Inductive Failures.

for evaluating reasoning in deep learning models due to its structured nature and
availability of large-scale datasets like MNLI (Williams et al., 2017), SNLI (Bowman
et al., 2015) and ANLI (Nie et al., 2020).

However, one must consider the limitations inherent in current benchmarks. For
example, studies have shown that models often rely on shallow spurious correlations
(McCoy et al., 2019a; Schuster et al., 2019), such as lexical overlap (Rajaee et al.,
2022), lack generalisation out of distribution (Bhargava et al., 2021) or fail to acquire
capabilities for abstract or logical reasoning (Talmor et al., 2020). Models have even
been shown to achieve high performance without the presence of hypothesis (Guru-
rangan et al., 2018b). This misalignment underscores the importance of developing
evaluation methods that test reasoning directly, as opposed to proxy metrics.

In this thesis, we extend the exploration of NLI beyond conventional datasets by
introducing adversarially constructed examples aimed at exposing reasoning aws
(Arakelyan et al., 2024b, Paper 1. We demonstrate that state-of-the-art Natural
Language Inference models are sensitive towards minor surface-form variations that
preserve semantics, which can cause signi cant inconsistencies in their inference
decisions. Critically, this behaviour contrasts with a genuine, nuanced understanding
of compositional semantics. However, it remains undetected when assessing model
accuracy on traditional benchmarks or when probing for syntactic, monotonic, and
logical reasoning capabilities. To analyze this phenomenon, we test NLI models
on adversarially crafted examples featuring semantics-preserving surface-level noise.
These examples are generated using conditional text generation, with a specic
requirement that the NLI model identi es the relationship between the original and
adversarial inputs as symmetric equivalence entailment.

1.1.2 Why does reasoning go wrong?
After we de ned the notion of reasoning in the previous section, the next important
task would be trying to formalise what a reasoning error is and gauge the potential
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Figure 1.4: Example of a shallow heuristic used in a simple sentiment analysis reasoning
process.

origins of those errors in deep learning. Prior research of errors in human rationale
(Ben-Zeev, 2012) has suggested that systematic reasoning aws observed in human
cognition, tend to emerge not from randomness but from deliberate, rule-based pro-
cesses (Ben-Zeev, 1998). As seen in g. 1.3, the errors arise from misapplications
of principles during learning or problem-solving, which are categorised into critic-
related failures and inductive misgeneralizations Critic-related failures occur when
mechanisms to detect inconsistencies are missing, weak, or suppressed. For example,
a model may fail to identify contradictions in the text due to inadequate intermediate
validation. Inductive misgeneralizations arise from overgeneralizing or overspecializ-
ing rules based on patterns priorly internalised patterns. Semantic induction involves
errors due to awed analogies or understanding of ambiguous concepts.

This is directly related to reasoning inconsistencies we nd in deep learning models.
Models often exploit spurious correlations (Izmailov et al., 2022) internalized from
the training data, such as associating speci ¢ keywords with outcomes, which breaks
down in nuanced contexts (Wang et al., 2022a). A model might also be unable to
create a comprehensive internal representation for further reasoning because of the
complexity of the task (Vu et al., 2020). For instance, a model might misinterpret
sarcasm by focusing on isolated words rather than broader context (Verma et al.,
2021), or fail to produce a cohesive set of inferences when solving mathematical tasks
(Patel et al., 2021a).
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Figure 1.5: Example of an imperceptible adversarial noise added (bottom) to the original
image (top) that changes the nal prediction of the model.

1.1.2.1 Internal Procedures

Errors arising from the internal procedures of a model often stem from a misalign-
ment between the learned representations and their transitions into the nal output
and the ground truth. Deep learning models perform a sequence of transformations
on input data, mapping it to intermediate representations and eventually to outputs.
However, these transformations may inadvertently optimize for surface-level patterns
rather than deeper semantic or logical relationships (McCoy et al., 2019a). For in-
stance, models frequently rely on shallow heuristics, as shown in g. 1.4, where
speci ¢ tokens or phrases disproportionately in uence predictions. These heuristics
often lead to spurious correlations that degrade performance in nuanced contexts
or under distributional shifts (Schuster et al., 2019). Moreover, models fail to per-
form necessary internal validation, leaving inconsistencies undetected and unresolved
(Minervini et al., 2020).

Another reasoning inconsistency in deep learning models is the adversarial ex-
ploitability of their internal representations (Akhtar et al., 2021). These represen-
tations encode intermediate abstractions of input data through high-dimensional
embeddings, ideally capturing semantic and logical relationships and reasoning re-
quired for the task. However, adversarial attacks exploit discrepancies within these
representations, by introducing imperceptible noise to the input as seenin g. 1.5
(Bhambri et al., 2019). This noise can signi cantly shift the internal representations,
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causing erroneous predictions, thus highlighting the susceptibility of the models to-
wards non-semantic perturbations. This means maintaining consistency in inference is
a non-trivial task in deep learning.

In this thesis, | systematically explore the reasoning inconsistencies stemming from
both inductive and critic-related failures. Our ndings (Arakelyan et al., 2024a, Paper
2) show that models trained from pre-trained backbones, like ResNet and ViT, are
highly vulnerable to adversarial attacks, even when attackers possess only partial
knowledge of the target model's tuning details. | introduce backbone attackswhich
solely rely on the available feature extractors, and show that even such knowledge
can induce signi cant disruptions, often matching the effectiveness of white-box attack
strategies.

1.1.2.2 Data Imbalances

Imbalances in the data are a common origin for reasoning inconsistencies and
discrepancies in deep learning models (Kaur et al., 2019). They occur when certain
classes, features, or relationships are over or underrepresented in the training data,
leading to biases emerging in the predictions of the model. Imbalances can manifest
in various forms, such as class imbalance (Johnson and Khoshgoftaar, 2019a), topic
imbalance, or semantic skew (Garrido-Mufioz et al., 2021), limiting the generalization
capabilities of the model.

The presence of class imbalances means that a particular label has a dominant
presence in the training data, which can cause the model to over t the majority class
while maintaining suboptimal reasoning patterns for minority classes, thus biasing
predictions because of over-reliance on spurious correlations (Wang and Culotta,
2020). The topic or semantic imbalances limit the diversity of relationships the model
internalizes, not allowing the model to adapt its reasoning to diverse contexts (Johnson
and Khoshgoftaar, 2019b). Although strategies for mitigating class imbalances exist
(Hasanin et al., 2019; Rendon et al., 2020), the pursuit of the same success for
imbalances of semantic representation has been studied to a lesser degree.

In this thesis, | expand the current research on data-ef cient sampling, introducing
a topic-guided diversity sampling method that ensures that the training data is bal-
anced not only across classes but also across topics and semantic nuances (Arakelyan
et al., 2023a, Paper 3. By integrating this technique into model training, we show
signi cant improvements in model accuracy, robustness on out-of-domain evaluation
and reasoning consistency across domains.

1.1.2.3 Task Complexity
The last potential cause of reasoning inconsistencies discussed in this thesis is
connected to task complexity. Since the emergence of probabilistic predictive methods,

1.1 Introduction 9



various frameworks have been proposed to measure and analyse the complexity of
tasks w.r.t. the capacity of the predictive model (Blumer et al., 1989; Haussler, 1990)
and the capability of the learning algorithms (Kearns and Vazirani, 1994) to nd the
optimal model for the designated task, forming what's known as its effective capacity

Assessing the capacity of a deep learning model is challenging as the effective ca-
pacity depends on the chosen optimization algorithm in a non-convex setting, offering
little theoretical insight (Hu et al., 2021). Consequently, quantifying the dif culty of
the task given the designated model becomes an insurmountable challenge. The task
complexity can be compounded by a plethora of factors, such as the number of reason-
ing steps required, the presence of hierarchical or nested dependencies, ambiguity in
data representation, or the inherent dif culty of capturing abstract relationships. The
inability to explicitly measure the complexity of the task, along with these challenges,
limits the means to optimize a model for generalizing towards a comprehensive logical
representation for that task, resulting in reasoning inconsistencies. For instance, in
compositional generalization tasks (Keysers et al., 2020), where the goal is to general-
ize learned components to novel combinations, models often struggle to extrapolate
rules to unseen contexts. Similarly, in mathematical reasoning (Saxton et al., 2019),
solving problems with nested or multi-step operations requires structured reasoning
pathways, retaining and recurrently reusing prior inductions and deductions across
different reasoning stages. However, models often fail to maintain consistency in
intermediate representations, leading to errors that accumulate over inference steps.

To address these challenges, the research output in the thesis presents a novel
reasoning method over knowledge graphs (Arakelyan et al., 2023b,Paper 5 that
includes learnable adaptation layers that directly optimise the intermediate answers
and representations during the inference. This boosts the generalisation towards
unseen types of queries and increases theffective capacityf the model, along with
the added bene t that the method remains data-ef cient.

Another discrepancy present in modern Large Language Models (LLM) is that while
they exhibit strong performance on numerous language reasoning tasks, they often
lack a structured and faithful inference mechanism when solving complex queries.
This means that while the model might output tokens of intermediate reasoning, their
exact impact on the nal answer is not explicitly known. Moreover, the reasoning
written in natural language lacks explicit veri ability because it is inherently freeform.

To overcome this, we introduce Faithful Logic-Aided Reasoning and Exploration
(FLARE (Arakelyan et al., 2024c, Paper 6, a novel interpretable approach for travers-
ing the problem space using task decompositions. The method enhances reasoning
interpretability and faithfulness by combining task decomposition, Prolog-like logical
formalization, and LLM simulated search. Critically, FLARE addresses task complexity

1.1 Introduction 10



by enhancing the reasoning capacity of LLMs without solely relying on deterministic
algorithms. It supports multi-hop reasoning, task decomposition, and logical con-
sistency veri cation. The results highlight FLARE's state-of-the-art performance on
several datasets, achieving signi cant improvements in reasoning faithfulness and
task accuracy. To overcome this, we introduceFaithful Logic-Aided Reasoning and
Exploration ( FLARB), a novel interpretable approach designed to navigate the problem
space through task decompositions.

1.1.3 Reasoning with Complex Questions

The emergence of strong deep learning models in natural language (Vaswani et al.,
2017b; Touvron et al., 2023a), image processing (Dosovitskiy et al., 2021; Team, 2024)
and query answering over knowledge graphs (Galkin et al., 2024), created the necessity
for more elaborate evaluation benchmarks. The main added components for reasoning
over these new datasets (Yang et al., 2018; Kwiatkowski et al., 2019; Cobbe et al.,
2021), was that the models needed to adapt to the presence of semantic ambiguity
(Geva et al., 2021) within the questions, the necessity for multi-hop reasoning (Yang
et al., 2018), the need for adaptability to diverse logical paradigms (Saparov and
He, 2023; Zhong et al., 2021; et al., 2023) and the ability for more rigorous task
formalization, decomposition and exploration (Hendrycks et al., 2021b; Glazer et al.,
2024). In this thesis, we detect and mitigate reasoning inconsistencies in deep learning
models that operate over natural language and knowledge graphs.

1.1.3.1 Complex Multi-hop Question Answering

Complex multi-hop question-answering tasks require models to reason over am-
biguously worded information distributed across various contexts, sources, and com-
monsense or logical implications. Unlike single-hop tasks, where a direct relationship
exists between the query and the answer, multi-hop reasoning involves intermediate
steps, where the output of one step serves as input for the next. Examples include
connecting facts across sentences, documents, or knowledge graph entities to arrive
at a nal answer. For instance, consider a question like, "Which author wrote the
book that inspired the movie 'Blade Runner'?" To answer this, a model must connect
multiple pieces of information: identifying that Blade Runner was inspired by the
book "Do Androids Dream of Electric Sheep@hd then recognizing that the book's
author is Philip K. Dick. Such tasks demand robust semantic understanding, logical
consistency, and precise chaining of inferences. urrent benchmarks, such as HotpotQA
(Yang et al., 2018) and ComplexWebQuestions (Talmor and Berant, 2018), aim to
evaluate these multi-step reasoning abilities but are insuf cient to assess reasoning
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faithfulness. Models might produce correct answers without following valid reasoning
paths even if they produce tokens that seem like correct intermediate justi caitions.

1.1.3.2 Complex Logical Query Answering over Knowledge Graphs

A Knowledge Graph (KG) is a knowledge base representing the relationships be-
tween entities in a relational graph structure. The exibility of this knowledge repre-
sentation formalism allows KGs to be widely used in various domains. A Knowledge
GraphG E R E can be de ned as a set of subject-predicate-objects; p; d triples,
where each triple encodes a relationship of typep 2 R between the subjects 2 E
and the object o 2 E of the triple, where E and R denote the set of all entities and
relation types, respectively. A Knowledge Graph can be represented as a First-Order
Logic Knowledge Base, where each triplds; p; d denotes an atomic formula p(s; o),
with p 2 R a binary predicate and s;0 2 E its arguments. We are concerned with
answering logical queries over incomplete knowledge graphs. We consider queries
that use existential quanti cation ( 9) and conjunction (") operations. Furthermore,
we include disjunctions (_) and atomic negations (: ).

Consider the question ‘Which people are German and produced the music for the Im
Constantine?. It can be formalised as a complex queryQ  ?T : country(Germany; T)"
producerOf(Constantine; T), where Germanyand Constantineare anchor nodes, and
T is the target of the query. The answer[Q] corresponds to all the entities in the
knowledge graph that are German composers for the Im Constantine. We propose a
novel method for reasoning over knowledge graphs introduced in (Arakelyan et al.,
2023D).

1.2 Scienti ¢ Contributions

1.2.1 Reasoning Inconsistencies from Internal
Processes

1.2.1.1 Paper 1. Semantic Sensitivities and Inconsistent Predictions:

Measuring the Fragility of NLI Models

Recent studies of the emergent capabilities of transformer-based Natural Language
Understanding (NLU) models have indicated that they have an understanding of
lexical and compositional semantics. | provide evidence that suggests these claims
should be taken with a grain of salt: nding that state-of-the-art Natural Language
Inference (NLI) models are sensitive towards minor semantics preserving surface-
form variations, which lead to sizable inconsistent model decisions during inference.
This behavior diverges from a genuine and robust comprehension of compositional
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Figure 1.6: The proposed framework is comprised of two components. (i) a module for gen-
erating semantics-preserving surface-form hypothesis variations and (ii) using the
generated surface for measuring semantic sensitivity and predictive inconsistency.

semantics. Notably, it does not explicitly emerge when evaluating model accuracy on
standard benchmarks or during probing for syntactic, monotonic, and logically robust
reasoning. To address this, | propose a novel framework, illustrated in g. 1.6, for
quantifying semantic sensitivity. This framework evaluates NLI models on adversarially
generated examples containing minor semantics-preserving surface-form variations.
These adversarial examples are created using conditional text generation, with the
explicit condition that the NLI model should predict the relationship between the
original and adversarial inputs as a symmetric equivalence entailment.

| systematically examine the effects of this phenomenon across NLI models in both
in-domain and out-of-domain settings. Experimental results reveal that semantic
sensitivity leads to performance degradations of1292%and 23.71%on average for
in-domain and out-of-domain settings, respectively. Furthermore, through ablation
studies, | analyze this phenomenon across various models, datasets, and inference
variations, demonstrating that semantic sensitivity can cause signi cant inconsistencies
in model predictions.

1.2.1.2 Paper 2: With Great Backbones Comes Great Adversarial

Transferability
Advancements in self-supervised learning (SSL) for machine vision have enhanced
representation robustness and model performance, leading to the emergence of pub-
licly shared pre-trained backbones, such afResNetand ViT models tuned with SSL
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Figure 1.7: The gure depicts all of the settings used to evaluate adversarial vulnerabilities
given different information of the target model construction. From left to right, |
simulate exhaustive varying combinations of meta-information available about
the target model during adversarial attack construction. All of the created proxy
models are used separately to assess adversarial transferability.

methods like SIMCLR Due to the computational and data demands of pre-training,
the utilization of such backbones becomes a strenuous necessity. However, employing
such backbones may imply adhering to the existing vulnerabilities towards adversarial
attacks. Prior research on adversarial robustness typically examines attacks with
either full ( white-box) or no access plack-boX to the target model, but the adver-
sarial robustness of models tuned on known pre-trained backbones remains largely
unexplored. Furthermore, it is unclear which tuning meta-information is critical for
mitigating exploitation risks. In this work, | systematically study the adversarial ro-
bustness of models that use such backbones, evaluating0000combinations of tuning
meta-information, including ne-tuning techniques, backbone families, datasets, and
attack types, as seen in g. 1.7. To uncover and exploit potential vulnerabilities, 1
propose using proxy (surrogate) models to transfer adversarial attacks, ne-tuning
these proxies with various tuning variations to simulate different levels of knowledge
about the target. Our ndings show that proxy-based attacks can reach close per-
formance to strong black-boxmethods with sizable budgets and closing towhite-box
methods, exposing vulnerabilities even with minimal tuning knowledge. Additionally,
we introduce a naive "backbone attack”, leveraging only the shared backbone to cre-
ate adversarial samples, demonstrating an ef cacy surpassinglack-boxand close to
white-box attacks and exposing critical risks in model-sharing practices. Finally, our

1.2 Scienti ¢ Contributions
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Figure 1.8: The two components of TESTED: Topic Guided Sampling (top) and training with
contrastive objective (bottom).

ablations reveal how increasing tuning meta-information impacts attack transferability,
measuring each meta-information combination.

1.2.2 Reasoning Inconsistencies from Data

1.2.2.1 Paper 3: Topic-Guided Sampling For Data-E cient

Multi-Domain Stance Detection

Stance Detection is concerned with identifying the attitudes expressed by an au-
thor towards a target of interest. This task spans a variety of domains ranging from
social media opinion identi cation to detecting the stance for a legal claim. However,
the framing of the task varies within these domains, in terms of the data collection
protocol, the label dictionary and the number of available annotations. Furthermore,
these stance annotations are signi cantly imbalanced on a per-topic and inter-topic
basis. These make multi-domain stance detection a challenging task, requiring stan-
dardization and domain adaptation. To overcome this challenge, | proposeTopic
Ef cient StancE Detection (TESTED), seen in g. 1.8, consisting of a topic-guided
diversity sampling technique and a contrastive objective that is used for ne-tuning a
stance classi er. | evaluate the method on an existing benchmark of16 datasets with
in-domain, i.e. all topics seen and out-of-domain, i.e. unseen topics, experiments. The
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Figure 1.9: The proposed framework is comprised of three components: (i) a module for
mining parallel paragraphs using wiki-API and length matching; (ii) generating a
synthetic question-answering dataset with an LLM using the mined English para-
graphs; (iii) translating the question-answer pairs and Filtering/Validating them
for obtaining a high-quality synthetic QA dataset in the low-resource language.

results show that our method outperforms the state-of-the-art with an average of 3.5
F1 points increase in-domain, and is more generalizable with an averaged increase
of 10:2 F1 on out-of-domain evaluation while using  10% of the training data. |
show that our sampling technique mitigates both inter- and per-topic class imbalances.
Finally, our analysis demonstrates that the contrastive learning objective allows the
model a more pronounced segmentation of samples with varying labels.

1.2.2.2 Paper 4. SynDARIn: Synthesising Datasets for Automated

Reasoning in Low-Resource Languages

Question Answering (QA) datasets have been instrumental in developing and
evaluating Large Language Model (LLM) capabilities. However, such datasets are
scarce for languages other than English due to the cost and dif culties of collection
and manual annotation. This means that producing novel models and measuring
the performance of multilingual LLMs in low-resource languages is challenging. To
mitigate this, | propose SynDARIn, a method for generating and validating QA datasets
for low-resource languages, seen in g. 1.9. | utilize parallel content mining to obtain
human-curatedparagraphs between English and the target language. | use the English
data as context to generatesynthetic multiple-choice (MC) question-answer pairs,
which are automatically translated and further validated for quality. Combining these
with their designated non-English human-curatedparagraphs from the nal QA dataset.
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Figure 1.10: Given a complex queryQ, CQD" adapts the neural link prediction scores for
the sub-queries to improve the interactions between them.

The method allows to maintain content quality, reduces the likelihood of factual errors,
and circumvents the need for costly annotation. To test the method, | created a QA
dataset with 1:2K samples for the Armenian language. The human evaluation shows
that 98%of the generated English data maintains quality and diversity in the question
types and topics, while the translation validation pipeline can Iter out 70% of
data of poor quality. | use the dataset to benchmark state-of-the-art LLMs, showing
their inability to achieve human accuracy with some model performances closer to
random chance. This shows that the generated dataset is non-trivial and can be used
to evaluate reasoning capabilities in low-resource language.

1.2.3 Reasoning Inconsistencies from Task Complexity

1.2.3.1 Paper 5: Adapting Neural Link Predictors for Data-E cient

Complex Query Answering

Answering complex queries on incomplete knowledge graphs is a challenging task
where a model needs to answer complex logical queries in the presence of missing
knowledge. Prior work in the literature has proposed to address this problem by
designing architectures trained end-to-end for the complex query answering task
with a reasoning process that is hard to interpret while requiring data and resource-
intensive training. Other lines of research have proposed re-using simple neural link
predictors to answer complex queries, reducing the amount of training data by orders
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Figure 1.11: A depiction of the plan, codeand simulated searchin FLARE. Each module is
generated separately and iteratively, allowing us to obtain the nal answer. The
green and yellow highlighted text shows the overlap between the facts and the
relations between the code and the simulated search.

of magnitude while providing interpretable answers. The neural link predictor used
in such approaches is not explicitly optimised for the complex query answering task,
implying that its scores are not calibrated to interact together. We propose to address
these problems via CQD, a parameter-ef cient score adaptation model optimised
to re-calibrate neural link prediction scores for the complex query answering task.
While the neural link predictor is frozen, the adaptation component — which only
increases the number of model parameters by0:03%- is trained on the downstream
complex query answering task. Furthermore, the calibration component enables us to
support reasoning over queries that include atomic negations, which was previously
impossible with link predictors. In our experiments, CQD” produces signi cantly
more accurate results than current state-of-the-art methods, improving from 34:4 to
35.1 Mean Reciprocal Rank values averaged across all datasets and query types while
using 30%of the available training query types. We further show that CQD"* is
data-ef cient, achieving competitive results with only 1% of the complex training
queries, and robust in out-of-domain evaluations.

1.2.3.2 Paper 6: FLARE: Faithful Logic-Aided Reasoning and

Exploration

Modern Question Answering (QA) and Reasoning approaches based on Large Lan-
guage Models (LLMs) commonly use prompting techniques, such as Chain-of-Thought
(CoT), assuming the resulting generation will have a more granular exploration and
reasoning over the question space and scope. However, such methods struggle with
generating outputs that are faithful to the intermediate chain of reasoning produced by
the model. On the other end of the spectrum, neuro-symbolic methods such as Faithful
CoT (FCoT) and Logic-LM propose to combine LLMs with external symbolic solvers.
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Internal Procedures Data Imbalances Complex Reasoning

M D A M D A M D A
1. Arakelyan et al. (2024b) X X X
2. Arakelyan et al. (2024a) X X
3. Arakelyan et al. (2023a) X X
4. Ghazaryan et al. (2024) X X X X
5. Arakelyan et al. (2023b) X X
6. Arakelyan et al. (2024c) X X
7. Cochez et al. (2023) X

Table 1.1: Contributions of referenced works across three main reasoning inconsistency
categories: Internal Procedures, Data Imbalances, and Complex Reasoning Tasks.
Each category is further divided into three contribution subsections: Method
(M), Datasets (D), and Analysis Framework For Reasoning A). A checkmark (X)
indicates the contribution's relevance to the respective area. The table highlights
the distribution of efforts, showcasing where each work has made signi cant
contributions.

While such approaches boast a high degree of faithfulness, they usually require a
model trained for code generation and struggle with tasks that are ambiguous or
hard to formalise strictly. | introduce Faithful Logic-Aided Reasoning and Exploration
(FLARB), a novel interpretable approach for traversing the problem space using task
decompositions, seenin g. 1.11. | use the LLM to plan a solution, formalise the query
into facts and predicates, which form the problem space, using a logic programming
code and simulate that code execution using an exhaustive multi-hop search over the
de ned space. Our method allows us to compute the faithfulness of the reasoning
process W.r.t. the generated code and explicitly trace the steps of the multi-hop search
without relying on external solvers. Our methods achieve SOTA results on7 out of 9
diverse reasoning benchmarks. | also show that model faithfulness positively correlates
with overall performance and further demonstrate that FLAREallows pinpointing the
decisive factors suf cient for and leading to the correct answer with optimal reasoning
during the multi-hop search. Our ndings reveal that successful traces exhibit, on
average, al81%increase in unique emergent facts, a8:6% higher overlap between
code-de ned and execution-trace relations, and a 3:6% reduction in unused code
relations.

1.3 Discussion and Future Work

The research publications within this thesis contribute to the eld of deep learning
by expanding our understanding of reasoning inconsistencies and suggesting novel
ways to mitigate them across various domains such as NLP, image processing and
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reasoning over KGs. In particular, we identify and analyse three potential causes
for inconsistency: internal processes, data imbalances, and task complexity. The
contributions can be segmented into novel methods, datasets and analysis frameworks
for detecting, measuring and mitigating reasoning inconsistencies in deep learning

models, as seen in table 1.1.

1.3.1 Measuring and Mitigating Reasoning

Inconsistencies

The thesis establishes reasoning inconsistencies related to internal representations
and transitions that deep learning models learn. The papers suggest novel adversarial
setups that directly expose the susceptibility of deep learning models to shallow
heuristics, semantic misalignments, and adversarial vulnerabilities. For instance,
the semantic sensitivity of NLI models (Arakelyan et al., 2024b, Paper J) highlights
a critical limitation in their robustness and generalization across diverse settings.
Adversarial transferability studies (Arakelyan et al., 2024a, Paper 2 reveal how shared
backbones escalate model vulnerabilities, emphasizing the need for more robust ne-
tuning techniques and vigilance in the current model-sharing practices. In both of the
publications, we provide a framework for directly detecting and measuring the extent
of reasoning inconsistencies that numerous deep learning models possess.

The thesis also includes a new method for data-ef cient topic-based sampling
(Arakelyan et al., 2023a, Paper 3, which allows to circumvent the complications
with biased and inconsistent reasoning in deep learning models, arising from dataset
imbalances described in section 1.1.2.2. We directly measure the impact of mitigating
these imbalances with our method on the predictive capabilities of the model, showing
a signi cant performance boost both for in-domain and out-of-domain evaluations.
The models trained using our sampling method are also less susceptible to erroneous
behaviour that arises because of a dominating overrepresentation of speci c topics or
semantic features. We also show that an emergent property of the contrastive learning
method we propose is that the internal representations of the model become more
segmented w.r.t. different topics, thus overall boosting the model's effective capacity.

The thesis also contributes a method for synthetically generating question-answering
datasets in low-resource settings (Ghazaryan et al., 2024Paper 4 with a mechanism
for automated sample veri cation and diversi cation. | constructed a human evalua-
tion for each aspect of the method and the nal output and showed that the method
works for the Armenian language, which has almost no available machine learning
resources for training and evaluation. Some would argue that allegorically, the biggest
data imbalance is the availability of no data for even evaluating the reasoning capabili-

1.3 Discussion and Future Work 20



ties of the deep learning models, which this publication addresses. Maybe some would
be wrong in this assessment, but that, my dear reader, is a discussion for a different
thesis.

To tackle the reasoning inconsistencies that emerge because of task complexity
and the limited effective capacitqexpressivity of the model, | dive into two complex
guery answering tasks over knowledge graphs and natural language. | introduce a
new approach for handling complex queries over knowledge graphs (Arakelyan et al.,
2023b, Paper 9, incorporating learnable adaptation layers that optimize intermedi-
ate answers and representations during the reasoning process. This enhances the
model's ability to generalize to unseen query types, increases its effective capacity, and
maintains data ef ciency as an added advantage. This allows for circumventing prior
limitations present because of task complexity and adds an ingrained tool for verifying
and adapting the results of intermediate reasoning answers.

The other aspects | explore in this thesis are the predictive inconsistencies and sub-
optimal explorations that LLMs have when reasoning in natural language. While LLMs
exhibit strong performance on numerous language reasoning tasks, they often lack a
structured and faithful inference mechanism when answering complex queries, which
does not allow the model to formalise and explore the problem ef ciently. Moreover,
many prompting paradigms in natural language lack explicit veri ability because
the text is inherently freeform. We create a novel method to mitigate these issues.
Faithful Logic-Aided Reasoning andExploration ( FLARE) (Arakelyan et al., 2024c,
Paper 6, is a novel interpretable approach for traversing the problem space using
task decompositions. The method enhances reasoning interpretability and faithfulness
by combining task decomposition, Prolog-like logical formalization, and LLM simu-
lated search. Critically, FLARE addresses task complexity by enhancing the reasoning
capacity of LLMs without solely relying on deterministic algorithms and allows for
deeper model explorations within the problem. It supports multi-hop reasoning, task
decomposition, and logical consistency veri cation. The results highlight FLARE's
state-of-the-art performance on several datasets, achieving signi cant improvements
in reasoning faithfulness and task accuracy.

1.3.2 Future Work

Currently, there is limited work on ingraining LLMs with test time compute capabili-
ties and how it impacts the effective capacity of the model and the veri ability of the
suggested reasoning lines. One natural extension for papers (Arakelyan et al., 2023b,
2024c, 5 and 6) would be able to directly use test time compute mechanisms, such as
self-re nement and others for further enriching the predictive capabilities of the mod-
els. An intriguing alternative in a similar vein would involve training a reward model
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using the formalizations and reasoning paths generated by FLARE. This approach
leverages the ability to directly execute the generated code, allowing us to sample
Prolog search paths that yield correct answers as positive examples while treating the
LLM-generated incorrect traversal simulations as negative examples. Training this type
of model would allow to further tune other LLMs with a differentiable oracle that is
capable of assessing the correctness and completeness of the search paths. This would
also allow some notion of veri ability to be ingrained into the generated search paths.
A direct extension of this can be using a strict logical decomposition and iterative
multi-hop reasoning for the query, similar to the approach in (Arakelyan et al., 2023Db,
5). This would add the capability to adaptably search over intermediate answers and
prune unlikely search directions.
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Semantic Sensitivities and 2
Inconsistent Predictions:

Measuring the Fragility of NLI

Models

2.1 Introduction

Transformer-based (Vaswani et al., 2017b) Language Models (LMs) have shown
solid performance across various NLU tasks (Wang et al., 2018a, 2019a). These
advances have led to suggestions regarding the emergent capabilities of the models in
terms of syntactic (Sinha et al., 2020; Hewitt and Manning, 2019; Jawahar et al., 2019;
Warstadt and Bowman, 2020), logic (Wei et al., 2022a,b) and semantic (Kojima et al.,
2022a; Dasgupta et al., 2022) understanding. However, we present novel evidence
that indicates that these models are prone to inconsistent predictions induced by
inherent susceptibility towards semantic sensitivities.

To probe the models for these discrepancies, we formalisssemantic comprehension
as the ability to distinguish logical relations within sentences through identifying
compositional semantics (Jacobson, 2014; Carnap, 1959). This means that negligible
semantic variations should not impact the inherent relations implied between the
texts, e.g. “There were beads of perspiration on his browgéntails both “Sweat built
up upon his face.” and the slight variation “The sweat had built up on his face.”
Authentic comprehension of semantics does allow for such understanding through
discovering semantic structures and the inherent relations induced by them (Cicourel,
1991; Schiffer, 1986; Rommers et al., 2013). This means that analysing the emergent
semantic understanding within a model should minimally involve testing for sensitivity
towards semantics-preserving surface-form variations.

We particularly focus on the task of textual entailment (Dagan et al., 2005), other-
wise referred to as Natural Language Inference (Bowman et al., 2015, NLI), which has
been widely used to probe how well the models understand language (Condoravdi
et al., 2003; Williams et al., 2017; Nie et al., 2019). This is a pairwise input task,
where given a premisep and a hypothesish, the objective is to predict if the premise
entails, contradictsor is neutral towards the hypothesis.

We propose a framework for testing semantic sensitivity within transformer-based
models trained for NLI, by creating semantics-preserving surface-form variations of the
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Figure 2.1: The proposed framework is comprised of two components. (i) a module for gen-
erating semantics-preserving surface-form hypothesis variations and (ii) using the
generated surface for measuring semantic sensitivity and predictive inconsistency.

hypothesis (see Figure 2.1). These variations are created using conditional generation
with Large Language Models (LLMs). We show that proposed candidates do not alter
the core meaning or the truth value compared to the original statement. The original
and generated sentences maintain denotative equivalence, where two sentences or
phrases might be interpreted as having the same truth value or factual content but
may carry minor variations of nuances or connotations. To ensure that the relations
are preserved within the candidates during conditional generation, we assert that
the NLI model predicts the original and generated hypothesis to symmetrically entail
each other. This indicates that the model perceives both the generated and original
hypothesis as equivalent. After introducing these variations, we evaluate the NLI
model by replacing the original hypothesis with the generated candidates. As the
candidates are indicated to be equivalent by the same NLI model, this evaluation will
indicate whether the model can recover the existent relation between the premise
hypothesis pair in the presence of minor semantic-preserving noise. We use the
samples where the model identi es the existing relation correctly from the original
premise hypothesis pair. This ensures that assessing for semantic sensitivity would not
be hindered by the discrepancies in model performance.

We systematically study the semantic sensitivity across transformers that achieve
state-of-the-art or similar results when trained on NLI datasets, namely ROBERTa (Liu
et al., 2019c), BART (Lewis et al., 2019a), DeBERTa (He et al., 2020) and DistilBart
(Sanh et al., 2019; Lewis et al., 2019a) with different parametrizations. To measure
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the effect of the phenomenon on the inconsistency of the predictions, we use three
popular English datasets - MultiNLI (Williams et al., 2017, MNLI), SNLI (Bowman
et al., 2015) and ANLI (Nie et al., 2019). The models are ne-tuned using MNLI,
which we choose for in-domain testing, as it covers a wide range of topics and is
frequently used for zero-shot and few-shot textual classi cation (Yin et al., 2019). We
use the same models forout-of-domain evaluation across the other NLI datasets.

Our contributions are as follows: (i) we propose a novel framework for assessing
semantic sensitivity within transformer-based language models (ii) we systematically
study the in uence of this phenomenon on inconsistent predictions across various
transformer variants (iii) we show that the effect is persistent and pronounced across
both in- and out-of-domain evaluations (iv) we further complete ablations to assess
the severity of the inconsistent predictions caused by semantic sensitivity.

2.2 Related Work

Semantic comprehension is considered a fundamental building block for language
understanding (Allen, 1995). Although attempts have been made to probe language
models in terms of compositional semantic capabilities, the conclusions regarding
their emergence remain to be discussed.

2.2.1 Models appear to understand semantics

Recently a wide suite of tasks has been proposed for testing models for language
understanding (Wang et al., 2019a; Zellers et al., 2018; Ribeiro et al., 2020) with
the credence that a model with strong performance should be able to utilise seman-
tic relations when completing the tasks. In light of these, it has been shown that
transformer-based language models can be directly trained (Zhang et al., 2020; Rosset
et al., 2020) to utilise semantic structure to gain distributional information within
the task. Speci cally, NLI models have also been shown to be capable of pragmatic
inferences (Jeretic et al., 2020a) with a perception of implicature (Grice, 1975) and
presupposition (Stalnaker et al., 1977; Grice, 1975).

2.2.2 Models struggle with semantics

Directly probing for a speci ¢ aspect of semantic understanding has shown that
transformer-based language models tend to struggle with semantics (Belinkov, 2022).
It has been indicated that pretraining the language models does not exploit semantic
information for entity labeling and coreference resolution (Liu et al., 2019b). Fur-
thermore, transformer attention heads only minimally capture semantic relations
(Kovaleva et al., 2019) from FrameNet (Baker et al., 1998). Studies have also shown
that NLI models, in particular, tend to struggle with lexical variations, including word

2.2 Related Work
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bart-l roberta-l distilbart deberta-b deberta-l deberta-xl
MNLI(n=10000) | 90.10%  90.56% 87.17% 88.77% 91.32% 91.44%

SNLkn=10000) | 87.55% 86.44%  84.37% 84.39% 88.87% 88.54%
ANLI_rln=1000) | 46.20% 46.40%  41.40% 35.10% 49.70% 53.00%
ANLI_r2(h=1000) | 31.60% 27.00%  32.80% 29.80% 32.70% 35.40%
ANLI_r3(n=1200) | 33.08% 26.75%  32.75% 30.50% 35.92% 38.75%

Table 2.1: The original accuracy on testing/dev sets for various transformers (b-base, I-large,
xl-extra large) on in-domain MNLI experiments and zero-shot transfers toout-of-
domain SNLI and ANLI. The number near the dataset name designates the exact
amount of original samples in the testing set.

replacements (Glockner et al., 2018; lvan Sanchez Carmona et al., 2018; Geiger et al.,
2020), and sequence permutations (Sinha et al., 2021).

2.2.3 Sensitivity in NLI models

Probing NLI models for language understanding has been a hallmark testing ground
for measuring their emerging capabilities (Naik et al., 2018a; Wang and Jiang, 2015;
Williams et al., 2017). A wide range of tests indicates that models trained for NLI are
prone to struggling with syntax and linguistic phenomena (Dasgupta et al., 2018; Naik
et al., 2018b; An et al., 2019; Ravichander et al., 2019; Jeretic et al., 2020b). It has
also been shown that NLI models heavily rely on lexical overlaps (lvan Sanchez Car-
mona et al., 2018; McCoy et al., 2019b; Naik et al., 2018b) and are susceptible to
over-attending to particular words for prediction (Gururangan et al., 2018a; Clark
et al., 2019). Our line of work is associated with evaluating NLI models for mono-
tonicity reasoning (Yanaka et al., 2019) and sensitivity towards speci ¢ semantic
phenomenon (Richardson et al., 2020), such as boolean coordination, quanti cation,
etc. However, we systematically test NLI models for their compositional semantic
abilities and measuring the degree of inconsistence of their predictions in uenced by
the phenomenon.

2.3 Methodology

We aim to create a framework for assessing semantic sensitivity within NLI models
and measure its impact on the inconsistence of model predictions. The rst part of the
pipeline we propose is an adversarial semantics-preserving generation for introducing
variations within the original samples. The second part of the pipeline involves
assessment using the acquired generations.

2.3 Methodology
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2.3.1 Semantics Preserving Surface-Form Variations

We formalise NLI as a pairwise input classi cation task. Given a dataset of premise
hypothesis pairsD = (ps; hy);:::(pn;hn), where 8p 2 P & h; 2 H are a set of textual
tokens P;H T , the goal is to classify the pairs asentailment, contradiction or
neutrality, i.e. C= fE; C; N g. We are also given a pre-trained language model (PLM)
M that is trained for textual entailment. Before introducing semantic variations, only
the samples where modelM predicted the label correctly are Itered, i.e. Dcorrect =
f8 (pi;hi) 2D : M (pi; hi) = 4 = yg, where ¢ is the prediction and y is the original label.
This is completed to ensure that the evaluation of semantic sensitivity is not hindered
or in ated by the predictive performance and con dence of the model M . This type
of Itering is used when probing for emergent syntactic (Sinha et al., 2021), lexical
(Jeretic et al., 2020b), and numerical (Wallace et al., 2019) reasoning capabilities. We
can see the original accuracy of NLI models and the number of samples used in the
study in Table 2.1.

To introduce semantics preserving noise within chosen samples, we complete a
two-fold re nement process. We utilise a generative LLM G, which has been ne-tuned
on natural language instructions (Wei et al., 2021; Chung et al., 2022), and prompt
it to paraphrase the original hypothesis h;, with the following prompt: Rephrase
the following sentence while preserving its original meaning: h>. This is not
suf cient to produce semantics-preserving variations as generative models are prone
to hallucinations (Ji et al., 2023) and not assured to produce an equivalent paraphrase.
To ensure that the generationh? is logically equivalent to the original sample and thus
semantics-preserving, we impose the condition that the NLI model should infer the
relation between the original and generated hypothesis as a symmetric entailment:

M (hi;hd) = Yee = M (h%h) (2.1)

The bidirectional nature of entailment allows us to claim that sentences are logically
equivalent (Angell, 1989; Clark, 1967). We re ne the proposed variation candidates
using the generator G until k candidates that satisfy the condition are produced.

2.3.2 Human Evaluation of Surface-Form Variations

To further ensure the validity of this variation generation method, we conduct a
human evaluation of the generated samples. We randomly samplel00examples of
generated and original hypothesis pairs across all datasets and employ two annotators
to assess whether the sentences are semantically and logically equivalent within the
pair. Our results show that in 99%of the cases, the annotators marked the samples
as equivalent with an inter-annotator agreement measure of Cohen's = 0:94. This
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rs=ry bart-large roberta-large distilbart deberta-base deberta-large  deberta-xlarge
MNLI 6.64%/12.35%  5.71%/11.56% 9.20%/ 16.80%  6.66%/13.81%  5.38%/11.54%  5.89%/11.49%

SNLI 10.11%/15.52% 8.38%/14.98% 15.67%/ 23.68%  9.96%/17.01%  7.83%/13.39%  9.50%/14.69%
ANLI_rl1 | 31.51%/42.89% 28.45%/35.01% 31.48%/ 52.30%  40.0%/48.99% 25.66%/37.88% 22.71%/30.73%
ANLI_r2 | 34.39%/51.91% 24.62%/42.80% 36.09%/ 57.49% 34.92%/48.47% 28.44%/44.04% 29.46%/46.46%
ANLI_r3 | 29.11%/51.39% 21.88%/45.00% 29.26%/52.42% 33.88%/ 53.17% 24.88%/44.65% 23.23%/42.37%

Table 2.2: The strict and relaxed fooling rates of different transformer models acrossin-
domain (MNLI) and out-of-domain (SNLI, ANLI) evaluations. On average more
than half of the labels change towards their logically contrasting counterpart.

further shows the reliability of the method for generating semantics-preserving surface
form variations. We provide further token overlap level analysis in section 2.7.

2.3.3 Evaluating Semantic Sensitivity

After obtaining k semantic variations for each hypothesis, we test the semantic
sensitivity of the model by replacing the original hypothesis h; with the candidates
fh®;:::h%g and making a prediction with the NLI model M . As the proposed vari-
ations are logically equivalent to the original, we want to test if the new model
prediction would vary compared to the original.

8

2. R hdyy =
R(p;hi;h{;0) - >1’O('V' (P h)M (iR =0 o o)

70;,0M (p;hi);M (p;h)) =1

Here O : C C ! f 0;1g is a boolean matching operator between the labels
predicted with original hypothesis h; and the surface-form variations h?. A change
in the label would imply that the model is semantically sensitive and the original
correct prediction is inconsistent with the label produced for the semantics preserving
surface-form variation. A graphical representation can be seen in Figure 2.5. We use
two metrics to measure semantic sensitivity within NLI models, both of which are
derivative formulations of a Fooling Rate (Moosavi-Dezfooli et al., 2017), which is
used for assessing the success of adversarial attacks (Chakraborty et al., 2018). Given
k possible surface-form variations for the hypothesis, we test if at least one of the
candidates would be able to cause a label change compared to the original prediction,
which can be formalised as:

P o h . q i
i1 9] 2 [LKR(pishish;=) 61
(= > . (2.3)
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Here nis the number of correctly answered original samples, and the matching
operator O is a simple equality checking operator '=". We refer to this metric as
a relaxed Fooling Rate. To measure more drastic label changes, i.eentailment to
contradiction and vice versa, we also de ne a stricter version of Equation 2.3.

p o, h_ i
"°1 9j 2 [LKk;R(p;hi;h;=9)61

e« =
S nO

(2.4)

We replace standard equality for the operator O in Equation 2.3 with a strict
counterpart that matches only if the predictions are direct opposites, i.e. entailment $
contradiction. It must be noted that the neutral class does not have a direct opposite;
thus, the metric for this label remains unchanged. It can be concluded that the
inequality rs r,  1trivially holds when using these metrics.

2.4 Experimental Setup

2.4.1 Model Detalils

2.4.2 Semantics preserving Generation

To generate and re ne semantic variations of the original hypothesis, we chose
an-t5-xl as the generation modelG. It is an instruction-tuned LLM that has shown
close state-of-the-art performance in tasks such as paraphrasing, zero and few shot
generation, chain of thought reasoning (CoT), and multi-task language understanding
(Chung et al., 2022). For each of the selected hypotheses, we producé& =5 unique
semantics-preserving variations. To ensure diversity and consistency of the generated
text while avoiding computationally expensive exhaustive search, we use a group beam
search (Vijayakumar et al., 2016) with a temperature t 2 [0:3;0:6] and a maximum
output of 40 tokens throughout the generation and re nement procedure. We also
further diversify the generation by using the recipe from Li et al. (2016).

2.4.3 NLI models

We systematically experiment with transformer architectures that are ne-tuned on
MNLI, which exhibit state-of-the-art or close predictive accuracy on the dataset. We
speci cally choose bart-large (Lewis et al., 2019a), roberta-large(Liu et al., 2019c),
deberta-base, deberta-large, deberta-xlar@ee et al., 2020) and distilbart (Sanh et al.,
2019). These PLMs are taken without change from their original studies through the
Transformers library (Wolf et al., 2020), ensuring the complete reproducibility of the
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Figure 2.2: In- and out-of-domain fooling rate of DeBERTa of varied sizes, which are measured
on MNLI (left) and SNLI (right). Similarly, rg and r,; represent the strict and
relaxed fooling rates, respectively.

results. To observe the effect in anout-of-domain setup, we also evaluate these models
on SNLI and ANLI in a zero-shot transfer setting.

2.5 Results and Analysis

This section presents the results and analyses of our semantic sensitivity evaluation
framework along with a suite of ablations analysing the phenomenon across various
transformer sizes, domains, and label space. Furthermore, we measure the impact of
the phenomenon on the inconsistent predictive behaviour of NLI models.

2.5.1 Semantic Sensitivity

2.5.2 In-domain

We evaluate several PLMs trained on MNLI using our experiments presented in
Table 2.2. The results show that models are limited in their comprehension of composi-
tional semantics as the relaxed fooling rate onin-domain experimentation averages at
r. =12:9%. This is further reinforced by the fact that more than half, rs = 6:58%o0f the
label changes occur with strict inequality. This means that minor semantics-preserving
changes lead to a sizable shift in model predictions, even prompting towards the oppo-
site decision edge half the time. The behaviour is consistent across all the transformers
and leads us to believe that samples that changed labels after surface-form variations
showcase the inconsistent predictive nature of the models. We further elaborate on
this in the next section. Consequently, semantically equivalent variations evidently
hinder the decision-making of the NLI models, prompting us to believe that models
have limited understanding w.r.t. semantic structure and logical relation, even when
the model is trained on texts from the same distribution.
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2.5.3 Out-of-domain

We also probe the NLI models in anout-of-domain zero-shot setting to assess the
transferability of compositional semantic knowledge. Our results in Table 2.2 show
that the discrepancies and limitations in semantic comprehension are even more
pronounced in this setting. We see an averaged relaxed fooling rate of, = 23:7%,
with the maximum at 57:49% which is only marginally better than a majority voting
baseline. It must be noted that because different datasets have varying numbers of
samples, the average is weighted w.r.t. the number of sampled instances from the
particular dataset in the experiment. The results on out-of-domain evaluation once
again follow the pattern that more than half, rs = 15:8% of the samples switch the
labels to their logically contrasting counterparts. This shows that zero-shot transfer
further ampli es the limitations that NLI models have for using semantic structures and
preserving logical relations. This further suggests that the semantic variations where a
label change occurs are likely to be originally predicted correctly as an inconsistent
guess. It follows, that although PLMs ne-tuned on MNLI are widely used for zero-shot
classi cation, their effectiveness diminishes if the classi cation tasks require syntactic
understanding. Indeed, model effectiveness declines and the fooling rates rise as the
tasks become more challenging, requiring greater syntactic knowledge, as we can see
from the comparison of the results from SNLI to ANLI.

2.5.4 E ects of distillation

Next, we want to probe if the susceptibility towards semantic noise is transferred
during model distillation. Thus, we use DistilBart that is distilled from a larger pre-
trained BART model. While model accuracy remains comparable to the original model
in Table 2.1, the distilled version struggles sizeably more with surface-form variations.
On average, acrossn- and out-of- domain evaluation, the distilled NLI model is more
sensitive than the original in terms of relaxed fooling rate by 4 r, = 18:4%. The effect
of supposed inconsistence is ampli ed when observing the strict fooling rate, where
on average{—; 1:5. This indicates that during distillation, models are bound to forget
the knowledge regarding compositional semantics making it harder to preserve the
logical equivalence during inference.

2.5.5 E ects of model size

We also test how semantics-preserving noise affects models of different sizes and
parametrization (see Figure 2.2). Although for in-domain setup, the relaxed fooling
rate metrics marginally drop as the models get bigger, the same cannot be observed
in out-of-domain setup. It is evident that bigger PLMs from our study are almost as
restricted in semantic comprehension as their smaller counterparts. This indicates that
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r«=r (y=E) r<=r (y = N) r«=r (y = C) rs=r
MNLI 2.78%/13.41% 14.33%/14.33% 3.69%/11.17%  6.58%/12.92%
SNLI 9.54%/18.73%  19.42%/19.42% 2.92%/11.82% 10.24%/16.54%
ANLI_rl1 | 21.64%/41.97% 38.62%/38.62% 29.17%/44.57% 29.97%/41.30%
ANLI_r2 | 20.84%/46.28% 49.41%/49.41% 21.89%/50.80% 31.32%/48.53%
ANLI_r3 | 11.65%/52.00% 47.18%/47.18% 16.42%/46.50% 27.04%/48.17%
Table 2.3: Fooling rate averaged over all models.rs represents the strict fooling rate, in which

case the predicted label of the evaluation pair is opposite to the original labely.
rr measures the proportion of label change.y 2 f E; N; C g group the (p; h) pairs
by their semantic relation, representing entailment, neutrality, and contradiction,
respectively.

emergent semantic capabilities are not only tied to model size, but also widely depend
upon the choice of the training dataset.

2.5.6 Severity of Inconsistent Predictions

2.5.7 Consistency across label space

To analyse the extent of semantic sensitivities within NLI models we test the effect
across all the classes in the label spaces, presented in Table 2.3. The per-class break-
down of the strict and relaxed fooling rate indicates that the effect is consistent across
the whole label space. This allows us to conclude that the observed limitations in
compositional semantic understanding are not caused by class imbalances and are not
speci c to a particular set of examples. We see the increased fooling rate across all of
the labels when comparing in-domain and out-of-domain experiments. This reinforces
the prior indications regarding models' inability to use semantic structure to preserve
inherent relations within the data, as all logical relations attain rather similar amounts
of fooling rate during direct evaluation.

2.5.8 Distribution shift in decision making

Recall that we want to measure the impact of semantics-preserving surface-form
variations on NLI models. We study the predictive distributional shift within the
samples that cause a changed model prediction. To do this, we initially split the
samples into two categories considering whether the sample induced a change of
the original prediction within the NLI model. We further average the probability
distribution of labels obtained from the nal softmax layer of the model for these
two categories. We measure the differences between the two distributions with
two statistical tests. To evaluate the relative entropy between them, we use Jensen-
Shanon Divergence (Fuglede and Topsoe, 2004), a symmetric, non-negative, and

2.5 Results and Analysis 33



Figure 2.3: Divergence of predictive probability distribution between (p; h) and (p; h% mea-
sured across the datasets (ANLI is averaged over the rounds) and averaged over
all models. All evaluation pairs are split into two groups based on whether they
manage to ip the original label. Two divergence metrics are shown — JS diver-
gence (left) and KS divergence (right).

bounded metric for assessing the similarity between two distributions, JISD(PkQ) =
ID(PkM) + iD(QkM), where D is the Kullback-Leibler divergence (Joyce, 2011).
We verify the statistical signi cance of our ndings with the Kolmogorov—Smirnov test
(Berger and Zhou, 2014), which shows if the two sets of samples are likely to come
from the same distribution.

Our results in Figure 2.3 show a signi cant distribution shift when assessing
semantics-preserving surface-form variations. The cosine distance in the sentence
embedding space between the generated and original samples is negligible a®:04.
As the absolute cosine similarity values possess limited interpretable meaning, we
further explore the distributions of cosine distances towards original samples for the
examples that do and do not induce label changes. We measure the Jansen-Shannon
divergence of these two distributions at 0:001, implying they are strongly similar. This
reinforces the hypothesis that surface-form variations produce logically equivalent
samples with minor distance in the embedding space regardless of the induced label
changes. However, despite minor changes in the semantic composition, we see a
sizable change in the nal predictive distribution of the NLI models. We see a sig-
ni cant rise both in Jensen-Shannon divergence and Kalmogorov-Smirnov metric,
4 JSD = 0:51 and 4 K-S = 0:54, when comparing the examples where the model
prediction has changed compared to the original. This indicates that the generated
variations do not cause negligible change within model prediction, but rather can be
considered adversarial for the model. It shows that the limited capabilities to utilise
syntactic information cause the model to signi cantly change the nal prediction given
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Figure 2.4: Standard deviation of predicted label probabilities (obtained from the nal
softmax layer of the model) averaged for original premise-hypothesis pair (left),
surface-form variations that did not cause label changes (mid) and did induce
label change (right). The bigger , the more con dent the model is w.r.t. the
predictions. The results are averaged over all models.

minuscule variations, which is an inconsistent predictive behaviour. Given that we
initially sampled examples that the models answered correctly, these results assert our
belief that the models do not display consistent predictive behaviour despite having
equivalent inputs. This shows that albeit the strong model performance presented
in Table 2.1, there is masked degeneration and discrepancies within the NLI models
stemming from semantic sensitivity. Our method allows for explicitly quantifying the
degree of semantic sensitivity within PLMs and allows to measure the impact of that
sensitivity on the decision-making process of the model.

2.5.9 Semantic-Sensitivity and decision variations

We lastly analyse the standard deviation within the predicted label distribution
produced from the softmax of the model. We compute the standard deviation for
the distribution of original premise hypothesis predictions and compare it with a
replacement that does not and does cause label changes in PLM classi cation, see
Figure 2.4. For reference, the upper bound for standard deviation in this 3 class setting
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happens when the model is greatly con dent in one of the classes, i.e.softamx =
[1,0;0]! max =0:471 Bigger on average implies more con dent answers by the
PLM. It can be observed that the average predictions with the original samples have a
great degree of con dence. We see an interesting phenomenon where the predictive
con dence slightly rises across most of the datasets for the cases where the model is
able to recover the inherent textual relations. However, when faced with examples
that cause label changes, there is a signi cant drop of4 = 0:1 in the standard
deviation averaged across the datasets. This signi es that predictive con dence sizably
degrades when the model struggles to recover the existent relations because of slight
semantics-preserving variations. That further indicates that NLI models are susceptible
to semantic sensitivity and have limited knowledge of compositional semantics, which
can lead to the degradation of predictive con dence and incidentally inconsistent
predictions.

2.6 Conclusion

We present a novel framework for assessing semantic sensitivity in NLI models
through generating semantics-preserving variations. Our systematic study of the
phenomenon across various datasets and transformer-based PLMs shows that the
models consistently struggle with variations requiring knowledge of compositional
semantics. This performance deterioration happens across the whole label space,
almost regardless of model size. We measure the impact of semantic-sensitivity and
show that it diminishes models' predictive con dence and can lead to predictive
inconsistency.

Limitations

In our work, we cover the semantic-sensitivity that can be found within NLI models.
However, the framework can be applied to a wider range of classi cation tasks. The
benchmark can be extended with more datasets and further enhanced with larger
human evaluation. Also, we covered PLMs speci cally trained for NLI; however, it
would be great to cover bigger LLMs, in particular w.r.t. their emergent zero-shot
capabilities. Another limitation is that we only cover English-based language models
and do not test in multi-lingual or cross-lingual settings.

Ethics Statement

Our work completes an analysis of numerous models w.r.t. their decision inconsis-
tency induced by semantic surface form variations. We show that models are somewhat
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unable to handle logically and semantically equivalent sentences, which would lead to
an inconsistent use across various domains and applications. Our generation method
does not induce any further exploitation threat and can only be used for measuring the
above-mentioned inconsistencies. We exclusively use open source publicly accessible
data and models within our experimentations.
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Dataset Fuzzy token match % average lengthh average lengthhO average token overlap

mnli 84.83 14.31 14.14
snli 81.55 10.81 11.21
anli_rl 87.59 17.3 17.02
anli_r2 86.49 15.99 15.84
anli_r3 85.17 14.32 14.29

13.25
10.38
13.73

12.8
11.27

Table 2.4: Percentages of token matches and other statistics.

2.7 Appendices

2.7.1 Evaluation under Label change

To assess the extent of the impact of semantic sensitivity, we employ an evaluation
under label change. This means we consider the examples that changed the original
prediction of the model after a surface-form variation replaced the original hypothesis.
A graphical representation of this can be seen in Figure 2.5. It must be noted that we
use only the samples that the model originally predicted correctly to avoid incorrect
assessment regarding the reasoning behind the false predictions. Our primary aim is
to measure the semantic sensitivity within the model predictions and the extent of
inconsistency it causes.

2.7.2 Token Level-Di erences of the generated

variations

We further explore the difference between surface-form variations and original
examples by conducting a token-level analysis for each paifh; hQ. We compute the
average amount of tokens present for the original and generated hypothesis and use
fuzzy and exact matching to assess the overlap of tokens on average for each dataset.
The results can be seen in Table 2.4. The results show that the generated and original
examples have a high token level overlap which further reinforces the idea that surface
form variations are close both syntactically, in the embedding space and logically.
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Figure 2.5: A diagram for assessing semantic similarity. Given the generated semantics-
preserving surface-form variation h® we evaluate if a label change occurs when
replacing the hypothesis in accordance with Equation 2.1
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With Great Backbones Comes 3
Great Adversarial
Transferabllity

3.1 Introduction

Machine vision models pre-trained with massive amounts of data and using self-
supervised techniques (Newell and Deng, 2020) are shown to be robust and highly
performing(Goyal et al., 2021a; Goldblum et al., 2024) feature-extracting backbones
(Elharrouss et al., 2022; Han et al., 2022), which are further used in a variety of tasks,
from classi cation (Atito et al., 2021; Chen et al., 2020b) to semantic segmentation
(Ziegler and Asano, 2022). However, creating such backbones incurs substantial
data annotation (Jing and Tian, 2020) and computational costs (Han et al., 2022),
consequently rendering the use of such publicly available pre-trained backbones the
most common and ef cient solution for researchers and engineers alike. Prior works
have focused on analysing safety and adversarial robustness with complete, i.ewhite-
box (Porkodi et al., 2018) or no, i.e. black-box(Bhambiri et al., 2019) knowledge of
the target model weights, ne-tuning data, ne-tuning techniques and other tuning
meta-information. Although, in practice, an attacker can access partial knowledge
(Lord et al., 2022; Zhu et al., 2022a; Carlini et al., 2022) of how the targeted model
was produced, i.e. original backbone weights, tuning recipe, etc., the adversarial
robustness of models tuned on a downstream task from a given pre-trained backbone
remains largely underexplored. We refer to settings with partial knowledge of target
model constructions meta-information as grey-box This is important both for research
and production settings because with an increased usage (Goldblum et al., 2023)
of publically available pre-trained backbones for downstream applications, we are
incapable of assessing the potential exploitation susceptibility and inherent risks within
models tuned on top of them and subsequently enhance future pre-trained backbone
sharing practices.

In this work, we systematically explore the safety towards adversarial attacks
within the models tuned on a downstream classi cation task from a known publically
available backbone pre-trained with a self-supervised objective. We further explicitly
measure the effect of the target model construction meta-information by simulating
different levels of its availability during the adversarial attack. For this purpose, we
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Figure 3.1: The gure depicts all of the settings used to evaluate adversarial vulnerabilities
given different information of the target model construction. From left to right,
we simulate exhaustive varying combinations of meta-information available about
the target model during adversarial attack construction. All of the created proxy
models are used separately to assess adversarial transferability.

initially train 352 diverse models from 21 families of commonly used pre-trained
backbones using4 different ne-tuning techniques and 4 datasets. We x each of
these networks as a potential target model and transfer adversarial attacks using all of
the other models produced from the same backbones as proxy surrogates (Qin et al.,
2023; Lord et al., 2022) for adversarial attack construction. Each surrogate model
simulates varying levels of knowledge availability w.r.t. target model construction on
top of the available backbone during adversarial attack construction. This constitutes
approximately 20000adversarial transferability comparisons between target and proxy
pairs across all model families and meta-information variations. By assessing the
adversarial transferability of attacks from these surrogate models, we are able to
explicitly measure the impact of the availability of each meta-information combination
about the nal target model during adversarial sample generation.

We further introduce a naive exploitation method referred to as backbone attacks
that utilizes only the pre-trained feature extractor for adversarial sample construction.
The attack uses projected gradient descent over the representation space to disentangle
the features of similar examples. Our results show that both proxy models and even
simplistic backbone attacksare capable of surpassing strong query-basetlack-box
methods and closing towhite-box performance. The ndings indicate that backbone at-
tacks where the attacker lacks meta-information about the target model, are generally
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more effective than attempts to generate adversarial samples with limited knowledge.
This highlights the vulnerability of models built on publicly available backbones.

Our ablations show that having access to the weights of the pre-trained backbone is
functionally equivalent to possessing all other meta-information about the target model
when performing adversarial attacks We compare these two scenarios and show
that both lead to similar vulnerabilities, highlighting the interchangeable nature of
these knowledge types in attack effectiveness. Our results emphasize the risks in
sharing and deploying pre-trained backbones, particularly concerning the disclosure
of meta-information. Our experimental framework can be seenin g. 3.1.

Toward this end, our contributions are as follows:

* We introduce, formalize and systematically study the grey-box adversarial set-
ting, which re ects realistic scenarios where attackers have partial knowledge
of target model construction, such as access to pre-trained backbone weights
and/or ne-tuning meta-information.

» We simulate over 20, 000adversarial transferability comparisons, evaluating the
impact of varying levels of meta-information availability about target models
during attack construction.

 We propose a naive attack method, backbone attacks which leverages the
pre-trained backbone's representation space for adversarial sample generation,
demonstrating that even such a simplistic approach can achieve stronger per-
formance compared to a query-based black-box method and often approaches
white-box attack effectiveness.

* We show that access to pre-trained backbone weights alone enables adversarial
attacks as effectively as access to the full meta-information about the target
model, emphasizing the inherent vulnerabilities in publicly available pre-trained
backbones.

3.2 Related Work
3.2.1 Self Supervised Learning

With the emergence of massive unannotated datasets in machine vision, such as
YFCC100M(Thomee et al., 2016), ImageNet(Deng et al., 2009), CIFAR (Krizhevsky
et al., 2009) and others Self Supervised Learning (SSL) techniques (Jing and Tian,
2021) became increasingly more popular for pre-training the models (Newell and
Deng, 2020). This prompted the creation of various families of SSL objectives, such
as colorization prediction (Zhang et al., 2016), jigsaw puzzle solving (Noroozi and
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Favaro, 2016) with further invariance constraints (Misra and van der Maaten, 2020,
PIRL), non-parametric instance discrimination (Wu et al., 2018, NPID, NPID++),
unsupervised clustering (Caron et al., 2018), rotation prediction (Gidaris et al., 2018,
RotNet), sample clustering with cluster assignment constraints(Caron et al., 2020,
SwWAV), contrastive representation entanglement (Chen et al., 2020a, SImCLR), self-
distillation without labels (Caron et al., 2021, DINO) and others (Jing and Tian, 2021).
Numerous architectures, like AlexNet (Krizhevsky et al., 2012), variants of ResNet(He
et al., 2016) and visual transformers (Dosovitskiy et al., 2021; Touvron et al., 2021,
Ali et al., 2021) were trained using these SSL methods and shared for public use, thus
forming the set of widely used pre-trained backbones. We obtain all of these models
trained with different self-supervised objectives from their original designated studies
summarised in VISSL (Goyal et al., 2021b). An exhaustive list of all models can be
seen in table 3.1.

3.2.2 Adversarial Attacks

The availability of pre-trained backbones allows to test them for vulnerabilities
towards adversarial attacks, which are learnable imperceptible perturbations generated
to mislead models into making incorrect predictions (Szegedy et al., 2014; Goodfellow
et al.,, 2015). Several attack strategies have been studied, including single-step
fast gradient descent (Goodfellow et al., 2014; Kurakin et al., 2017, FGSM), and
computationally more expensive optimization-based attacks, such as projected gradient
descent based attacks (Madry et al., 2018, PGD), CW (Carlini and Wagner, 2017),
JSMA (Papernot et al., 2017), and others (Dong et al., 2018; Moosavi-Dezfooli et al.,
2016; Madry et al., 2018). All of these attacks assume complete access to the target
model, which is known as the white-box (Papernot et al., 2017) setting. These
attacks can betargetedtoward confusing the model to infer a speci ¢c wrong class
or untargetedwith the desire that it infers any incorrect label. However, an opposite
setting with no information, referred to as black-box (Papernot et al., 2017), has
also been explored as a more practical setting. The methods involve attempts at
gradient estimation (Chen et al., 2017b; llyas et al., 2018; Bhagoji et al., 2018),
adversarial transferability (Papernot et al., 2017; Chen et al., 2020c), local search
(Narodytska and Kasiviswanathan, 2016; Brendel et al., 2018; Li et al., 2019; Moon
et al., 2019), combinatorial perturbations (Moon et al., 2019) and others (Bhambri
et al., 2019). However, these methods also require massive sample query budgets
ranging from [1C%; 10°] queries or computational resources creating each adversarial
sample (Bhambri et al., 2019). Compared to these, we introduce a novel setup with
the knowledge of the pre-trained backbone and varying levels of partially known
target model tuning meta-information during adversarial attack construction, which
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we call grey-box We show that even simple naive attacks are capable of exploiting
better than black-box attacks without the need for signi cantly querying the target
model.

3.2.3 Adversarial Transferability

Our work is also aligned with adversarial transferability, where adversarial examples
generated for one model can mislead other models, even without access to the target
model weights or training data. This property poses signi cant security concerns, as
it allows for effective black-box attacks on systems with no direct access (Papernot
et al., 2017; llyas et al., 2018). Efforts can be divided into generation-basedand
optimisation methods. Generative methods have emerged as an alternative approach
to iterative attacks, where adversarial generators are trained to produce transferable
perturbations. For instance, Poursaeed et al. (2018) employed autoencoders trained
on white-box models to generate adversarial examples. Most of the attacks aiming
for adversarial transferability strongly depend on the availability of data from the
target domain (Carlini and Wagner, 2017; Papernot et al., 2017). However, although
current adversarial transferability methods claim to produce massive vulnerabilities in
machine vision models, Katzir and Elovici (2021) examines the practical implications
of adversarial transferability, which are frequently overstated. That study demonstrates
that it is nearly impossible to reliably predict whether a speci ¢ adversarial example
will transfer to an unseen target model in a black-box setting. This perspective
underscores the importance of systematically evaluating transferability in realistic
settings, including scenarios where attackers are sensitive to the cost of failed attempts.
In our study, we offer a novel systematic approach to explicitly assess the adversarial
transferability with varying levels of meta-information knowledge.

3.3 Methodology

3.3.1 Preliminaries
For consistency, we employ the following notation. We denote each DataseD =

H,W and C are the height, width and the channels of the image accordingly and
Y = fyi:::yngis used as the set of ground truth labels. We denote the training,
validation and testing splits per task asD = fD gajn ; Dvar; Dtestd. A modelis de ned

as the following tuple M = M (D;W;B;F), where D contains the dataset used for
training, W are the weights of the trained model and B is the pre-trained back-bone
B(W3g) with available weights Wg. The notation F (T ;Z), where T encodes themode
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of tuning (e.g., full ne-tuning, partial ne-tuning, etc.) and Z the depthof tuning of
the nal classi er on top of the backbone.

3.3.2 Meta-Information variations
We de ne the variations of the available meta-information about the target model

M during an adversarial attack as aunit of releaseR = R(M (D; W;B(Wg);F (T ;Z2))).
For example, if the target ne-tuning mode Z @9t and datasetD™®9%! are not known,
the unit of release will be R = R(M ( ;W;B(Wg);F(T; ))). Note that the black-
box setting will correspond to the unit of release R(M ( ; ; ; ; )) and the white-
box setting to R(M (D; W;B(W5g);F(T;Z))), all the variations between these are
considered grey-box When discussing any experiments within thegery-boxsetup, we
assume the minimal unit of release contains knowledge about at least the pre-trained
backbone i.e. R(M ( ; ;B(Wg); ).

3.3.3 Adversarial Attacks with Proxy Models

To test the adversarial robustness of the models trained from the same pre-trained
backbone, we create a set of proxy modelsv PO = fM Y ::: M Prowy g given the
pre-trained backbone B, where v is the number of all possible units of release between
black-boxand white-box settings that include the backbone. For each proxy model
M P with its designated meta-information unit of release R;, we use an adversarial
attack A to generate adversarial noise and further transfer it to the target model
M @get  This means that given an example imagex with a label y, target and proxy
models M ®%et M P we want to produce a sample x° that would fool the target
model, such that arg maxM @9t (x% 6 y. If we are using a targeted attack then we
want M @9t (x9 = t where t is the targeted class different from the ground truth
t 6 cu. After creating the adversarial attack for each sample inD2¢Y and D2 we
evaluate the success rate of the attack and the success rate of the transferability onto
the target model. To measure the success and robustness of the adversarial attack and
its transferability, we de ne the following metrics:

» Attack Success Rate (ASR): This is the proportion of adversarial examples
successfully fooling the proxy modelM P | de ned as:

1

X
ASR= oy largmadd [UGO6 Y (3
Detest ] ,op proxy

where I[ ] is the indicator function.
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Algorithm 1 Backbone Attack
Input: Model backboneB, clean imageXq, perturbation bound , step size , number
of stepsT, distance function L ¢sine, random start ag
Output: Adversarial image Xagv
Initialization:
Xadv Xo
if random start then
Xadv  Xagv+ Uniform( ;)
Xadv  Clip(Xagv; 0; 1)
end
Fixed Original Image Representation:
Zo  StopGrad(B(xo))
fort=1toTdo
Forward Pass:
Zaow B (Xagv) /l Adversarial image representation
Compute Loss and Gradient:
L 1 co9zaqv; 20) // Distance loss
g r L/l Gradient w.r.t Xadv
Update Adversarial Image:
Xadv  Xagvt  sign(g) // PGD step

Projection:
Clip(Xagqv  Xo; ; )/l Project perturbation into "1 -ball
Xadv  Clip(Xo+ ; 0;1) // pixel range
end

return Xagy

» Transfer Success Rate (TSR): To evaluate the transferability of adversarial
examples generated using the proxy modelM P to the target model M t@rget,
we compute the fooling rate on the target model as:

X h i

TSR = | arg maxM @9 (x9 6 y (3.2)

- target ;
IDtest | target
X2D joet

This setup allows us to explicitly quantify how the availability of diverse meta-
information combinations explicitly impacts the adversarial transferability of the given
model, thus highlighting the risks in the model-sharing practices. A visual depiction of
this can be seenin g. 3.1.

3.3.4 Backbone Attack

To test the vulnerabilities associated with publicly available pre-trained feature
extractors, we designed a naivebackbone attack which only utilises the known
backboneB of the model M ®9¢t The aim, similar to the prior paragraph, is to create
an adversarial attack from the B to transfer towards the target model M ©9¢t, To do
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this, we utilise a Projected Gradient Descent (, PGD)-based method, where the attack
iteratively perturbs the input images in order to maximise the distance between the
feature representations of the clean input and the adversarial input, as derived from
the backboneB. More formally, let x and x represent the clean input and adversarial
input, respectively. The attack iteratively re nes » such that:

X141 = Projg (¢ + sign(r x Ls(X; %)) ; (3.3)

where L is the loss function de ned to measure the distance between the feature
representations of the clean and adversarial inputs. The backbone representationg
are extracted asfg(x) = B(x), and the differentiable loss can be formulated as:

Le(x;x) =1 cos(fg(x);fe(x)); (3.4)

where coq ; ) represents the cosine similarity between the two feature vectors. To
prevent gradient computation from propagating to the clean representation fg(x),
we utilize a stop-gradient operation fg(x) = SG(fg(x)). The adversarial input x is
initialized with a random perturbation within the "; ball of radius , and the updates
are iteratively projected back onto this ball using the Projs operator:

Projs(x) = clip(x+ ; 0;1); (3.5

where =clip(*x x; ; ):

The pseudo-code of the complete process can bee seen in algorithm 1. In summary;,
the backbone attack focuses solely on the backbon®, without requiring any knowl-
edge of the full target model M @9t | thereby revealing vulnerabilities inherent to
publicly available feature extractors.

3.4 Experimental Setup

3.4.1 Image classi cation datasets

Through our study, we use 4 datasets covering both classical and domain-speci ¢
classi cation benchmarks, such as CIFAR-10 and CIFAR-100 (Beyer et al., 2020) and
Oxford-1lIT Pets (Parkhi et al., 2012), Oxford Flowers-102 (Nilsback and Zisserman,
2008). We train the proxy and target model variation on each one of the datasets
using the recipe from (Kolesnikov et al., 2020), reproducing the state-of-the-art model
performance results (Dosovitskiy et al., 2020; Yu et al., 2022; Bruno et al., 2022; Foret
et al., 2020).
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Figure 3.2: The gure depicts the impact of the unavailability , i.e. difference from the
target model, with each possible meta-information combination on adversarial
transferability during proxy attack construction and the backbone attack. The
results show the average difference from thewhite-boxin transferability using
PGD with a higher budget (left) and the segmentation w.r.t. in the target training
mode (right).

3.4.2 Model variations
We use2l different models tuned from 5 architectures, 9 self-supervised objectives
and 3 pre-training datasets. A detailed overview of these can be seen in table 3.1.

3.4.3 Model Fintuning Variations

For training the proxy and target models, we employ two modesof training T, with
full-tuning of the weights and with ne-tuning only the last added classi cation layers
on top of the pre-trained backbone. We also de ne the depth of tuning Z as the
number of classi cation layers added on top of the pre-trained backbone. We use
f1;3g nal layers corresponding to shallow and deeptuning settings.

3.4.4 Adversarial Attacks

To assess thewhite-box adversarial attack success rate and the adversarial trans-
ferability from the proxy models, we employ FGSM (Goodfellow et al., 2015) and
PGD (Madry et al., 2018). We use standard attack hyper-parameters introduced in
parallel adversarial transferability studies (Waseda et al., 2023; Naseer et al., 2022).
For a fair comparison, we also use the same values for oubackbone-attack To show
that our results are consistent even with a higher computational budget, we report
the results of PGD with 4 times more iterations per sample for white-box, proxy and
backboneattack experiments. Forblack-boxexperiments, we use the Square attack
(Andriushchenko et al., 2020), which is a query-ef cient method that uses a random
search through adversarial sample construction. To standardise the query budget for
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